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CYBER DEFENDERS
This Friday, Bisnow presents: Top Women in Business and
Government. All-start cast features NASA CIO Linda Cureton,
webMethods co-founder Caren Merrick, NJVC COO Jill Bruning,
and many more. Fri, June 10, Tysons Ritz. Sign up today!

 
The recent hacks of Sony and RSA have raised the stakes
for business and government. DC-area companies are stepping up
to counter the threat with new tech.
 

Mandiant president and COO Travis Reese knows cyber defense is
a contact sport. His Alexandria IT sec company has quietly
investigated the origin and method of high-profile, targeted cyber
security breaches for federal agencies (25 percent of revenue) and
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large commercial clients. Intrusion detection is such a big market for
the small, venture-backed firm (which hands out helmets for
employees’ one-year anniversaries) that they spent four months this
year turning away business. And that’s been without a sales and
marketing team, which the company plans to build with VC money.
In keeping with the whole secrecy thing, Travis declined to say how
much they’ve raised, but 48 percent of Mandiant is owned by
investors.

 

 

Mandiant started in 2004 as a consulting firm, but realizing it
couldn’t scale, products VP Dave Merkel was brought in to build an
intrusion detection product that companies can install on their
network. Mandiant also has a managed services practice that
monitors a client’s networks for intrusions and blocks bad guys
before anything is taken. The service, launched as a pilot in 2009,
has already attracted over 40 customers. Its government work is
mostly cyber security training for investigators. Travis, Dave, and
Mandiant founder Kevin Mandia previously worked on computer
intrusion investigations as special agents in the Air Force’s Office
of Special Investigations. Revenue has grown over 70 percent
annually since its founding and the 150-person firm expects to be
200 strong by year’s end.
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Most of the targeted attacks Mandiant tracks come from Russia,
Ukraine, and China. The majority are by criminals who steal and
then sell identity information, or take credit card numbers and
withdraw millions of dollars in a single weekend. Others are state-
sponsored groups who steal IP from American businesses to build
competing products. Travis says the groups aren’t that sophisticated
but use "spear phishing" attacks, carefully picking the right person
within an organization to send a well-crafted but damaging e-mail
(Jaques Cousteau would not approve). “It’s the human being that’s
the weakness,” says Travis. He also wouldn't share with us
Mandiant’s customers (granted, we happened to be wearing our
Russian ushanka and munching some Mandarin oranges).

LOCKDOWN SPECIALISTS
 

Advanced, persistent cyber threats are "escalating exponentially",
says Blue Ridge Networks executive chairman John
Higginbotham. And the root of the problem is "systemic": because
IT architectures were built to optimize interoperability, it's harder to
secure them. Most approaches to security are vulnerable to
exploits, John says (citing the RSA SmartID system used by
Lockheed), "because they're derived from techologies that were
purposely designed to maximize openness." Blue Ridge's software,
managed security services, and "appliances" have been helping its
national security customers fix that problem for much of its 20-year
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history . John, who describes himself as a "recovering venture
capitalist ," joined Blue Ridge last August to help the company
move beyond its long-time comfort zone and go after a broader
audience. Blue Ridge is sort of like a start-up, he says, except its
technology is in its seventh generation  and the company already
has some really big customers (all of whom we can't mention for
security reasons). 

Blue Ridge makes software and security "appliances" that block out
undesired network connection attempts and application calls. Its
BorderGuard and EdgeGuard  create an authenticated network
session that works at Layer 2 in the network, preventing "spoofing"
of identity through man-in-the-middle attacks Ñor using stolen
identity data from sources like the RSA SmartID breach (and further
proof that all cyber security attack names can be derived from
children's games). John says the company has just released a
"fully-virtualized" version  of this technology that could be
deployed on Windows laptops (with other mobile devices to come)
that can boot off a USB device (above) with a crypto token
embedded in it. He says Blue Ridge has already gotten some big
orders  since an April roll out, including a substantial win with a
government customer (who we can't mention yet). The company's
malware-protection software , AppGuard, works deep in the
operating system itself, helping admins enforce a sort of "white list"
for what processes can access each other, not just what apps can
run (the good kind of micro-managing.)

SCHMOOZE ROULETTE
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Do you remember “Coffee and DoughNets”? Tech people would get
together to hear an expert talk about a business issue over caffeine
and sprinkles. Events like this worked in the '90s, but Brazen
Careerist CEO Ed Barrientos says they don’t reach young
entrepreneurs in 2011. So with iStrategy Labs director Peter
Corbett and the Dingman Center for Entrepreneurship, Ed
organized an event series that kicked off with a Friday virtual
schmooze between entrepreneurs and investors. Instead of a
conference room, the event was held in a chat room where an
entrepreneur would get five minutes to pitch its business with the
hope of piquing an investor’s interest. It attracted 100 participants,
many of whom walked away...err logged off with future meetings,
says Ed.
 

Over the weekend, iStrategy Labs with Founders Corps held
startupXLR8R and Entrepreneurs Unconference where 150 people
came to Microsoft’s Chevy Chase office for a 36-hour, design and
pitch sprint. Eleven startups (listed on the board Peter is holding,
alongside iStrategy’s new ventures VP DJ Saul) pitched a group of
investors armed with $11M in investment capital. Two of the best
startups will pitch at the Dingman’s Capital Access Network, a large
angel investment group, meeting on Wednesday. This weekend’s
event was the second held by the group. Its success the first time
around inspired organizers to add the virtual event and angels. Ed
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says the next one will be Òbigger and deeper.Ó (Reading between
the lines, that probably means the next one will be in a pool. If not,
we're stealing the idea for ourselves.)
 
Got a story idea, a tip, or a comment? Contact our editor at
sean.gallagher@bisnow.com.
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